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Abstract

This article analyzes the legal nature of extremism and terrorism crimes, which
pose a serious threat to modern security, as well as the grounds for liability in the
criminal legislation of the Republic of Uzbekistan. The shift of radicalization
processes into cyberspace amidst the development of digital technologies is
examined, and practical proposals are put forward to improve prevention and
early warning mechanisms, rather than relying solely on punitive measures.
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Introduction

The unprecedented rapid development of international relations and information
technologies, along with the positive aspects of globalization processes, has led
to the emergence of the most dangerous forms of transnational organized crime -
extremism and terrorism - in a new guise. Today, terrorism has completely
abandoned its traditional local character and has become a global threat that freely
crosses state borders through social networks, messengers and dark web
platforms [8]. This problem has also been recognized internationally, and UN
Security Council Resolution 1373 of September 28, 2001 obliged all member
states to take comprehensive measures against terrorism - in particular, to block
financing channels, strengthen information exchange and bring domestic
legislation into line with international standards [6].

The Republic of Uzbekistan, in view of its geopolitical location and strategic role
in ensuring security in the Central Asian region, is pursuing a rigorous criminal-
legal policy to combat these threats. In particular, the adoption of the "National
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Strategy of the Republic of Uzbekistan on Combating Extremism and Terrorism"
for 2021-2026 served to systematize state policy in this area [3]. In addition,
Uzbekistan, as a member of the Shanghai Cooperation Organization's 2001
Shanghai Convention on Combating Terrorism, Separatism and Extremism, is
actively participating in strengthening regional security [7].

From the point of view of criminal law, extremism and terrorism are not just
offenses directed against a person or property, but are also extremely serious
crimes that directly undermine the constitutional order of the state, public security,
and international peace [1]. Although the current Criminal Code of the Republic
of Uzbekistan strictly defines the bases of responsibility for extremist and terrorist
acts, as well as their financing and propaganda, a number of specific complexities
are emerging in law enforcement practice [4]. Especially in modern cyberspace,
identifying offenders, identifying sources of hidden financing (including through
international money transfers and cryptocurrencies), and correctly qualifying the
criminal element in their actions require highly modern approaches from
investigative bodies. At the same time, international research has also proven that
it is impossible to completely eradicate extremism and terrorism through strict
punitive measures and legal prosecution alone [9]. Along with ensuring the
inevitability of criminal liability, improving preventive mechanisms aimed at
early prevention of radicalization processes among vulnerable segments of the
population (in particular, youth and labor migrants) is one of the most urgent
scientific and practical tasks of our time [2].

The main purpose of this article is to analyze the foundations of responsibility for
extremism and terrorism in the current criminal legislation, to study the practical
problems of qualifying these acts with a high level of social danger, and to
develop scientifically based proposals to increase the inevitability of punishment
and the effectiveness of preventive measures in the context of modern digital
threats.

Main part

In the criminal legislation of the Republic of Uzbekistan, the legal mechanisms
for qualifying crimes of extremism and terrorism are strictly differentiated
depending on the degree of social danger of the act. In particular, Article 155 of
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the Criminal Code of the Republic of Uzbekistan recognizes terrorism, that is, the
commission of bombings, arson or other similar actions with the aim of forcing
state bodies to make decisions, causing panic among the population, as a
particularly serious crime, and establishes sanctions up to life imprisonment [1].
The Law No. O'RQ-309 "On Combating Terrorism", adopted on December 15,
2000, expands the concepts of terrorism, its subjects and objects of attack, and
determines the joint response measures of state bodies [5].

Currently, one of the most complex issues in judicial investigation practice is the
identification and qualification of the offense of financing terrorism (Article 155-
3 of the Criminal Code). The implementation of modern financial technologies,
including cryptocurrencies, dark web platforms and international transit accounts,
requires law enforcement agencies to widely use digital forensics to identify
financial traces. According to a report by the Financial Action Task Force (FATF),
informal money transfer networks (hawala) and digital assets are increasingly
being used to finance terrorism in the Central Asian region, which necessitates
the updating of financial intelligence and criminal procedure mechanisms [10].
In qualifying this article, it is also important to note that the fact that the funds are
not directly intended for the implementation of a specific terrorist act, but for
general support for an extremist organization, constitutes an important legal
element [4].

On the other hand, the main legal instruments for curbing the initial stages of
extremism and terrorism are Articles 244-1 (preparation, storage, distribution or
display of materials that threaten public safety and public order) and 244-2
(establishment, leadership, participation in religious extremist, separatist,
fundamentalist or other prohibited organizations) of the Criminal Code [1]. Today,
downloading prohibited audio and video materials on social networks, clicking
"like" on them or sending them to virtual groups by citizens, especially young
people and labor migrants, often leads to serious criminal liability due to legal
illiteracy. In investigative practice, the process of determining the subjective
aspect of the crime - that is, the fact of intentional commission and the motive for
the crime - in relation to such acts constantly relies on the conclusions of complex
forensic psychological, linguistic and religious examinations [4].
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There are specific stages of the radicalization process, and identifying them at an
early stage is the most effective way to prevent crime. According to Marc
Sageman's research, the radicalization of an individual occurs at the intersection
of the triad of social isolation, personal problems, and ideological influence - this
aspect must be taken into account when developing prevention programs [9].
Taking into account this theoretical basis, the 2018 Law "On Combating
Extremism", which is also in force in Uzbekistan, obliges state bodies not only to
prosecute, but also to increase the legal and religious literacy of the population
and provide targeted protection for vulnerable social groups [2]. Considering that
criminal law sanctions alone cannot fully eliminate the threat of radicalization in
the digital age, preventive mechanisms within the framework of criminal law
must be radically modernized. In order to combat cyber threats, the introduction
of digital monitoring systems that can detect the early stages of virtual
radicalization of young people (from ideological processing to action), as well as
the expansion of alternative social rehabilitation mechanisms for those who have
mistakenly fallen under the influence of extremist groups, should become the
most effective preventive method of criminal policy [3]. The 2006 UN Global
Terrorism Strategy also identifies this principle - the combined use of prevention,
cooperation and rehabilitation methods along with punishment - as the most
effective approach at the international level [6].

Conclusion

The results of the study and the analysis of the process of implementing criminal
law 1n practice show that the migration of the threats of extremism and terrorism
to the digital space requires bringing the state's criminal and legal policy to a new
level. Traditional punitive measures serve only to combat the consequences of
the crime and are not sufficiently effective in eliminating the true roots of this
complex socio-political evil. Based on this, the following scientific and practical
proposals are put forward to improve the criminal legislation and prevention
mechanisms of the Republic of Uzbekistan.

Firstly, it is necessary to strictly limit the criteria that clearly determine the level
of social danger of an act when applying the sanctions of Articles 244-1 and 244-
2 of the Criminal Code - in particular, the difference between the storage of
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extremist material for personal purposes and its deliberate public distribution -
within the framework of the decisions of the Plenum of the Supreme Court [4].
This legal guarantee prevents young people and individuals with insufficient legal
knowledge from being unjustifiably subject to extremely severe criminal liability
for their carelessness in the virtual world.

Secondly, it is necessary to legalize the special institution of "digital forensics"
in the qualification and investigation of terrorist financing crimes (Article 155-3)
and to include modern legal mechanisms for monitoring international electronic
payment systems and cryptocurrency transactions in the Criminal Procedure
Code [10]. In accordance with FATF requirements and UN Security Council
Resolution 1373, Uzbekistan should adapt its financial intelligence agencies to
the requirements of the digital economy [6].

Thirdly, in order to strengthen early prevention instead of criminal prosecution,
it 1s necessary to create alternative intellectual content on social networks that
neutralize radical ideas and strengthen the mechanism for early detection of
violations through regulatory documents by introducing "digital patrol" activities
in cyberspace [2]. Expanding cooperation within the Shanghai Cooperation
Organization, increasing the speed of information exchange, and legally
regulating joint operations also serve to strengthen state security [7].

In conclusion, it should be noted that the principles of inevitability of punishment
and legality in the fight against terrorism and extremism will only give the
expected result in ensuring state security when applied in conjunction with strong
social rehabilitation, increasing the legal and religious literacy of the population,
and targeted preventive measures [5].

References

[1]: O'zbekiston Respublikasining Jinoyat kodeksi (1994-yil 22-sentabr, O'RQ-
2015-son).  155-modda  (Terrorizm), 155-3-modda  (Terrorizmni
moliyalashtirish), 244-1-modda, 244-2-modda. O'zbekiston Respublikasi
Qonun  hujjatlari  ma'lumotlari  milliy bazasi (Lex.uz). URL:
https://lex.uz/docs/111453

[2]: O'zbekiston Respublikasining "Ekstremizmga qarshi kurashish to'g'risida"gi
Qonuni (O'RQ-489-son, 30.07.2018 y.). O'zbekiston Respublikasi Qonun

20| Page


https://lex.uz/docs/111453

ol Economic Horizons: Journal of Business, Economics, and
la ‘:: Finance
\ Oz, . -

¥ 74 7 ISSN: 2980-5295

= U Volume 2, Issue 6, June, 2026

v} -

C, . S . .

OMinds Pr® Website: ecomindspress.com

This work is Licensed under CC BY 4.0 a Creative Commons Attribution 4.0 International License.

0

44
A\

¢
\

VN Q
Ky 7

(o

ead

-
o

hujjatlari ma'lumotlari milliy bazasi (Lex.uz). URL:
https://lex.uz/docs/3841804

[3]: O'zbekiston Respublikasi Prezidentining "2021-2026-yillarga mo'ljallangan
Ekstremizm va terrorizmga qarshi kurashish bo'yicha O'zbekiston
Respublikasi Milliy strategiyasini tasdiglash to'g'risida"gi Farmoni (PF-
6255-son, 01.07.2021 y.). O'zbekiston Respublikasi Qonun hujjatlari
ma'lumotlari milliy bazasi (Lex.uz). URL: https://lex.uz/docs/5484839

[4]: O'zbekiston Respublikasi Oliy sudi Plenumining jinoyat ishlarini malakalash
va tergov qilish amaliyotiga oid tegishli garorlari (huquqni qo'llash amaliyoti
tahlili asosida). Oliy sudning rasmiy veb-sayti. URL: https://sud.uz/plenum-
qarorlari/

[5]: O'zbekiston Respublikasining "Terrorizm bilan kurashish to'g'risida"gi
Qonuni (O'RQ-309-son, 2000-yil 15-dekabr). O'zbekiston Respublikasi
Qonun  hujjatlari  ma'lumotlart  milliy bazasi  (Lex.uz). URL:
https://lex.uz/docs/80392

[6]: Birlashgan Millatlar Tashkiloti Xavfsizlik Kengashining 1373 (2001)-son
Rezolyutsiyasi, 2001-yil 28-sentabr. Terrorizm va uni moliyalashtirishga
qarshi  kurashish majburiyatlari. - BMT Bosh kotibligi. URL:
https://www.un.org/sc/suborg/en/s/res/1373-%282001%29. Shuningdek
qarang: BMTning 2006-yil 8-sentyabrdagi A/RES/60/288-son Qarorlari
bilan tasdiglangan Global Terrorizm bo'yicha BMT Strategiyasi.

[7]: Shanxay Hamkorlik Tashkilotining Terrorizmga, Separatizmga va
Ekstremizmga qarshi kurashish to'g'risidagi Konvensiyasi. Shanxay, 2001-
yil 15-iyun. O'zbekiston Respublikasi tomonidan 2004-yilda ratifikatsiya
qilingan. URL: https://www.sectsco.org/RU/show.asp?1d=73

[8]: Hoffman, B. Inside Terrorism. 3rd ed. New York: Columbia University

Press, 2017. - 432 p. ISBN: 978-0-231-17479-0

[9]: Sageman, M. Understanding Terror Networks. Philadelphia: University of
Pennsylvania Press, 2004. - 220 p. (Muallif radikallashuv jarayonining
jtimoiy-psixologik modelini asoslab, qo'shilish motivlari va tarmoq
tuzilmasini o'rganadi.) ISBN: 978-0-8122-3808-6

[10]: FATF (Financial Action Task Force). Guidance on Counter-Terrorist
Financing: Virtual Assets and Related Service Providers. Paris:

FATF/OECD, 2021. - 56 p. URL: https://www.fatf-
gafi.org/publications/virtualassets/documents/guidance-rba-virtual-assets-
2021.html

21| Page



https://lex.uz/docs/3841804
https://lex.uz/docs/5484839
https://sud.uz/plenum-qarorlari/
https://sud.uz/plenum-qarorlari/
https://lex.uz/docs/80392
https://www.sectsco.org/RU/show.asp?id=73
https://www.fatf-gafi.org/publications/virtualassets/documents/guidance-rba-virtual-assets-2021.html
https://www.fatf-gafi.org/publications/virtualassets/documents/guidance-rba-virtual-assets-2021.html
https://www.fatf-gafi.org/publications/virtualassets/documents/guidance-rba-virtual-assets-2021.html

